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Audion DPI Manager — 04HO OKHO A/ NpOorpamMmM, KoTopble 06xoaaT 6a10knpoBkM Tpadurka. [naBHas

n3 Hux — Zapret (naket Flowseal/zapret-discord-youtube). Pagom — zapret2 (bol-van) n ByeDPI

(romanvht/ByeDPIManager).

OkHo paboTaeT ¢ Temu e darinamu, cny>kbamm n 3anncammn peectpa, 4to u bat-dannbl Flowseal.

MeHto | service.bat 1 3TO OKHO MOXHO MCMO/b30BaThb BrnepemMeLlKy: OHU BCerga corjiaCHbl Apyr C

APYrom.


https://github.com/Flowseal/zapret-discord-youtube
https://github.com/bol-van/zapret2
https://github.com/romanvht/ByeDPIManager

3anyck

3anyckanTe Start.exe. Windows cnpocut pa3pewenuve (UAC): 6e3 npaB agMMHMUCTPATOPa Heb3s HU
3arpy3uTb gpansep WinDivert, H1 noctaBuTb cy>by, H1 n3meHnTs DNS 1 dainn hosts. OTkazannce —
HWYEro He 3anycTuaoCh U HAYEro He M3MEHMIOCh. 3anNpocC NOABASETCA NPW NOOOM 3anycke: 1 Yepes
Start.exe, n ecam otkpbITh | App\AudionDpiManager.exe Hanpsamyto. Ecam nporpamma Bcé xe
oKa3anacb 6e3 npas (OKHO 3anyLLeHO BHe 06bIYHOrO NyTK K 3anpoc 6bl1 HEBO3MOXEH), 06 3TOM

CKaXKeT CTpOKa COCTOsfHUSA, N 06xog, cnyxba n DNS paboTtatb He 6yayT.

A3bIk 6epETca N3 cucTemMbl Npu NepBOM 3anycke (pycckuin B pycckon Windows, B OCTanbHbIX
aHraurickuin); nocne Haxatns RU | EN Bbibop 3anomuHaetcs. KHonku RU | EN cnipaBa BBepxy

nepektoYatoT A3bIK, KHOMKW C IYHOW 1 conHuem — Temy, a | A | A+ — pasmep wpudrta.

Kak yctpoeHo okHO

BepxHAaa cTpoka — 0AHa CTPOKa M3 TPEX TEMHbIX KyCKOB: C/1eBa Ha3BaHWe NPOorpamMmbl U Bepcma —
370 KHOoMnKa ABOUT (Haxxanu eLwé pa3 — BEPHYANCh K MPUIOXKEHUIO), NOCeEpeanHe nepekaroyaTenu
DPI-nHCTpyMeHTOB, cnpaga A3blK, TeMa, LWPUPT 1 3Ha4oK Tpes. BeicoTa okHa — camoe foporoe, yuTo

€CTb Yy CTPaHWL, NO3TOMY paHbLLe Be CTPOKM (3arosIoBOK M Nosioca nepekatoyaTenelt) Tenepb ogHa.

Tpeii. Moka nporpamma paboTaeT, eé 3Ha4yok ctouT B Tpee Windows. 3HauoK CO CTPesKon BHU3 B
NpPaBOM KOHLLe BEPXHEWN CTPOKM NPSAYET OKHO B Tpew: nporpamma n obxog pabotaroT ganbe. OKHO
BO3BpALLAeTCs LWeAYKoM No 3HauKy B Tpee. MeHto 3Hauka (MpaBas KHOMKA; Y KaXXA0n CTPOKM CBOA
MKOHKa, BbIOPaHHbIA MHCTPYMEHT OTMEYeH MaHAapVHOBOM Toukon): MokasaTb OKHO, 3anycTuTb U
OcTaHOBUTb — A9 UHCTPYMEHTa, BbiIbpaHHOro BBepxy, nepekntouatenv ZAPRET, ZAPRET 2, BYEDPI
1 Bbixopa,. KpecTvk okHa no-npexHemy 3akpbiBaeT nporpamMmmy. Bropow 3anyck nporpaMmmbl 13 Ton xe

nanku He OTKPbIBaeT BTOPYHO KOMMIO, a MOKa3blBaeT OKHO y>e paboTatoLLen.

Tpw 6onbwnx Nepekntovatens nocepeanHe — ZAPRET, ZAPRET 2, BYEDPI. 31o He HacTpowku, a
nosHoe nepekatoveHne DPI-MHCTpyMeHTa Nog OKHOM: y KaXA0ro cBou daiibl, CBOE NOAKNHOYEHME U
cBOE 3HauyeHwne kHonok UPDATE n START BHuM3y. LiBeT IMHMK Nog 3aronoBKOM NOKa3blBaeT, Kakowu
BblOpaH (Zapret — ronybow, zapret2 — aHTapHbIn, ByeDPl — 3enéHbin). IHankaums — Ha cammx
KHOMKax: Noj Ha3BaHWeM To4Ka ¥ Bepcua («4TO YCTaHOBNEHO»: 3e/1éHasf — BepCuaA NOCAeAHAS,
fHTapHas — He yCcTaHoBAeHO uan Ha GitHub Bbiwna HoBas, «1.10.3 — 1.10.4», cepas — GitHub He
OTBETW), @ 3€NEHBIA TPEYrONbHUK PAAOM C Ha3BaHWEM 3HauuT «paboTaeT cenyac». PaboTtatb MoryT
BCE TpW cpasy, HO ABa obxoaa nepexsata (Zapret n zapret2) meLwatoT Apyr Apyry — nporpamma He

AaCT 3anyCcTuTb BTOPOW.



HwxHAA naHenb — nocToaHHble KHoMNkKW. Caesa nHcTpymeHTtbl: CONFIGS, TUNE, DNS, LISTS, XXYPHAJT,
DIAGNOSTICS. Haxxann — MHCTPYMEHT OTKPbIJICA Ha MeCTe CTPaHULLbl MPUAOXKEHUS; HaXann eLwé pas
(nnn Esc) — BepHyanck k npunoxeHunto. CONFIGS, TUNE n DIAGNOSTICS pabortatoT Tonbko ¢ Zapret:
korga BBepxy BbibpaH ZAPRET 2 nnn BYEDPI, oHu cepble 1 noanuncaHbl «Tonbko Zapret». OcTasibHble
cnyxat BceM Tpém: DNS obwmin ana Windows, XKYPHAJT oTkpbiBaeTcs Ha CTPOKax MHCTPYMEHTa,
BblOpaHHOro BBepxy, a LISTS otmeuaet ero ctpoky nog Habopamu. Cnpasa UPDATE | START
AEVCTBYIOT Ha NpUIOXeHWe, BbibpaHHOe BBepxy. KHoMKa, KOTopown Heuvero aenatb, cepas: UPDATE
cepas, korga o6HoBAsATb Heyero, START cepas, Korga npuaoxeHue He yctaHosaeHo. Korga

npunoxeHue pabotaet, START npeBpaltaetcs B STOP.

CTpoka cOCTOSIHUA Haj KHOMKaMn — nocnegHee coobuieHne nporpammbl (14 cekyHa) v, Noka MaEeT

AOAras onepauus, eé Ha3BaHue, noaoca xoga v kHonka CTOr. Pagom JOURNAL (Ctrl+J) n F1 DOCS.

)XypHan 3anucbiBaeT BCE, UTO AenaeT NporpamMma, U BbIBOA Winws.exe. 3a KaXkApbl feHb CBOW daiin B

._runtime\logs .

MNMepBbIK 3anyck

1. Boibepute BBepxy ZAPRET. Ecn nakeTta HeT, cepas HajMUCb «HE YCTaHOBIEH» — HaXXMUTe
UPDATE: nporpamma ckavaet nocnegnui peamns Flowseal n nocraeut ero B nanky  zapret-—
discord-youtube psgom c cobon.

2. B kapTouke CTPATEIUA Bbibepute cTpatermto. He 3HaeTe kakyto — general (FAKE TLS AUTO)

06bIYHO XOpoLUlee Ha4ano.
3. Haxkxmute START. O6x04 3anyLueH: ctpoka «O6xoa» cTana 3eN1EHOMN.

4. He pabotaet? Otkporite TUNE, pexxum FTOTOBbBIE, Haxxmute HAYATbD: nporpaMmma npoBeput Bce
CTpaTerMm 1 Nnokaxert, Kakvue OTKpbIBatoT 60/blle CanToB.
5. PaboTaloLLyto CTPaTErnio MOXHO MOCTaBUTL cayk60ii Windows kHonkoit CNTYXKBOW — Torza

O6XOA CTapTyET BMECTE C CUCTEMON.

MNMonesHo ewwé: BkatoumTe 6e3onacHbii DNS B pa3gene DNS — 6e3 Hero npoBaiaep nogmeHseT

aZpeca 3abJ0KMPOBaHHbIX CANTOB, U HMKaKOW 06X0Z He MOMOXeT.

ZAPRET

COCTOAHMUE. Manka Zapret (MOXHO yKa3aTb APYryro), Bepcus Ha aucke 1 Ha GitHub, uyto 3anyuweHo n
ectb m cnyxxb6a. OCTAHOBUTD racut winws.exe (1 cnyxo6y, ecam oHa pabotaet); CHATb C/IYXKBY
ybupaet cnyxby n apavisep WinDivert cocem. [1os KHOMKOW YyCTaHOBKM CTOUT PAj KHOMOK, KOTOpble
BCE 310 cHMMmatoT: Te )xe OCTAHOBUTDb n CHATb C/TY)KBY, OCTAHOBWUTb CNTYXKBY (cnyxba



ocTaéTtca yctaHoBeHHoit), OCTAHOBUTb APAVBEP, YAANUTb APAUBEP 1 YOANIUTb ZAPRET.
ApaviBep WinDivert 06wt ana Zapret n zapret2: 06xogbl, KOTOpble ero gepxar (winws.exe,
winws2.exe, cny>6a), oCTaHaBANBAKOTCSA NEPBLIMK, @ NP CeAYHOLLEM 3aMnycKe ApanBep 3arpy>kaeTcs
cHoBa (WinDivert peructpupyertcs Ha BpeMs paboTbl, MO3TOMY OCTaHOBJ/IEHHbIV ApaliBep 06bIYHO
ncuesaet cam). YAAJINTb ZAPRET octaHaBavBaeT 06xo4 1 ciyxby, CHUMAET ciyby 1 gpansep u
ctmpaet nanky Tools\zapret-discord-youtube BmecTe c Bawuvmu cnuckamm | *-user.txt —

nocne BOrpoca; narka BHe nporpamMmmMmbl He CTUPAETCA (CHMMatOTCA TONBKO cny>|<6a 7 p,pa|7|Bep).

O6HoBneHve (UPDATE) yctpoeHo kak B ctapoM Audion Zapret Updater: «nanka ectb — 0B6HOBUTb, HET
— NocTaBUTb». ApXMB CKaumBaeTcs, noka Zapret ewé paboraert (6e3 gpansepa GitHub moxet He
OTKPbITbCA); MOTOM CHMMatOTCA cnyxba, winws.exe 1 gpansep; Bawm cnuckn | Lists\*-user.txt |,
HacTpoWka UrpoBoro GuabTPa, pexnm IPSet 1 daaxkok NpoBepky 0O6GHOBAEHNN NEPEHOCATCS B HOBYHO
BEPCUIO; CTapoe CTMPaeTcs, HOBOE JIOXUTCA Ha MecTo. Ecan gpaliBep He BbIrpy>aeTcs — 3ameHa
roToBUTCA Ha cneayrolyto 3arpysky Windows. iMeHa B apxvBe NpoBepsAoTca 40 pacnakoBKu: NMyTb

Hapy>y («..», ANCK, CETEBOWN MyTb), UMA ycTporcTBa nan notok NTFS oTBepratoT BeCb apxuB.

CTPATEIUA. KHonkun-nepekaroyatenm no uncay dannos  generalx.bat . Mog Humu: BANYCTUTD
(winws.exe co BceMu cnnckamm, 6e3 okHa KOHCOK), CNY)XBOW (aBTo3anyck), B MOJIE
KOH®UTYPALUWNW (napametpbl yxoaat B pasgen CONFIGS), KOMAHAA (nonHas kKomaHaHas CTPoKa,

MOXHO CKOMUPOBAaTh).

®UNbTPbI. To e, 4To NyHKTbI | service.bat : Game Filter (BbIKJI, TCP + UDP, TCP, UDP 1 nopTbl —
B Bepcusx ¢ 1.10), IPSet (HET, CMNCOK, BCE), npoBepka o6HoBAeHMI B bat-paiinax. ViameHeHus
BCTYMaroT B CMAYy NoOCae nepesanycka obxoga — pagom nosasnsetca kHonka MEPE3SANYCTUTDb
OBXO0J.

CONFIGS

MOJIE KOH®UTYPALLUWN. MNapameTpbl winws.exe TeKCTOM, NPOodub (BCE 4O  ——new ) Ha CBOEM
cTpoke. NepemeHHble | %BIN% , %LISTS% , %GameFilterTCP% , %GameFilterUDP% MOACTaBAAOTCA
npw 3anycke: KOHUrypaumsa paboTtaet n3 Ar060M Nanku 1 cieayet 3a UrposbiM GpuabTpoM. KHomnku:
3ANYCTUTD, CHY)KBOVI, COXPAHWTDb B K3LU, MPOBEPUTb (noka>keT KOMaHAHYH CTPOKY U
HegocTatowme Gannbl, HUYero He 3anyckasn), HOBASAl. Hnxxe — KHOMKM roTOBbIX CTPaTErnii: HaXanm —
napametpsbl serav B none. Yun DNS nepeg 3anyckom no3BosigeT NpmBA3aTb K KOHOUIypaLum pexxmm

DNS; oH npumMeHseTca nepej 3anyckom.

K3l KOHd)I/IFYPALI,I/IVI. Ao 200 3anucen. Ctoga nonagaet BCE, UTO Bbl 3aMyckanu, COXPaHAAN UK
nposepsan B TUNE. Korga Mecto KOHUYMAOCh, yXOAMT 3anncCb, KOTOPOM HE MOJb30BaANCh AObLUE BCEX.

3Bé3p0uUKa 3aKpennsAeT 3anncb — 3aKpenJiéHHasa He yXoauT HuKoraa. Ecan 3akpennensl Bce 200,



HOBas He MOMECTUTCA: NporpaMMa cKaxkeT 06 3TOM, 1 HY>XXHO OTKPenuTb AN yaanunte ogHy. Kpectuk
yAanseT 3anuck (3akpennéHHyto — nocie sonpoca). OUMCTUTb HE3SAKPEMJIEHHDIE y6upaer Bcé,
KpoMe 3aKkpernnéHHbIX. [onck nwet no HasBaHuUo, cTpaTernn, napameTtpam. LLleayok no crpoke knagér

€€ B noJsie, P> 3anyckaet cpasy.
Kaw xpaHutcsa B | config\history\configs. json .

Pa3mep. [Mosne koHOUrypauum pactarmBaeTcs No BbICOTE OKHA: TO, YTO BOKPYr Hero (Ha3eaHue, DNS,
KHOMKW, CTpaTerum), 3aHMMaeT CBOé MeCTO, a BCE ocTaBlueeca oTaaérca nonto. OKHO OTKpbIBaeTca
pasmepom 1280 x 860, npn KOTOPOM BCe KHOMKM pa3genia Ha BUAY, @ HA MEHbLLEM dKpaHe
yMeHbLuaeTca nog pabouyto o6sactb. OKHO MOXHO TAHYTb; €C/IM OHO COBCEM HUW3KOE, pasgen

NpOKpyuMBaeTcs, a He 0bpe3aeT KHOMKM.

TUNE

MNMoabop napameTpoB: NporpamMmma cama NnpobyeT BapmaHTbl U NMOKa3bIBAET, KAKOW OTKPbIBaeT HoibLue
cantoB 13 utils\targets.txt (Discord, YouTube, Google n gpyrue). lNepes nogbopom oHa
CYMTaeT, CKOJIbKO CaNTOB OTKpbIBaeTcA BoobLye 6e3 ob6xoaa, — UTobbI pe3ynbTaT umTancsa Kak «m3

3a610KMPOBaHHbIX OTKPbIIOCh CTONbKO-TO.
Pe>xxvmbl (MTO MeHATb):

e TFOTOBbIE — Bce cTpaTternun naketa no oyepean. Camblil NPOCTON cNocob HanTn pabouyto.
e MOBTOPbI — meHseT —-dpi-desync-repeats y BbibpaHHOW OCHOBbI.

e OBMAH — meHsaeT | ——dpi-desync—fooling (ts, md5sig, badseq, badsum). PabotaeT, TonbKO

€C/Iv NapamMeTp y>ke ecTb B CTpaTeruu.
e PA3PE3 — meHseT | ——dpi-desync—split—pos (1, 2, midsld, sniext+1...).
e BCE — npoxoanT Tpv npeabiAyLimxX Mo oYepeau; NyUlinii BapyaHT Kaxaoro Liara CTaHOBUTCS

OCHOBOW CllefyHoLLEero.

OcHoBa — cTpaterusa u3 ZAPRET vnan tekct n3 nons CONFIGS. Mpoepka: BbICTPO (no ogHomy caunTy
N3 KaXkaou rpynnbl, 40 BoCbMK, 6€3 nuHra) uam NOJIHO (Bce canTbl U NUHT). Yncno BapuaHToB: 8, 16,

24 vinn 48.

Moka nAET nogbop, 06xos 3anyckaeTcs U OCTaHaBAMBAETCA A/ KaXKAOro BapyaHTa — UHTEPHET
MOXET Ha CekyHAbl Nponagatb. PaboTaBwmnm obxog nocne nogbopa Bkaroumtca cHosa. CTOMM

OCTaHaBJIMBAET NOCae TEKYLLEro BapMaHTa.

Pe3ynbTaTbl COPTUPYHOTCA: HO/bLLIE OTKPbITbIX CANTOB, NPU PaBEHCTBE — MeHbLLE BpeMs oTBeTa. Y

kaxzgoii ctpoku: B MOJIE, 3ANYCTUTb, CNYXKBOMW, 38é3504Ka. Bce npoBepeHHble BapuaHTbl



KnagyTca B KW ¢ oueHkou (B pexxume FTOTOBBIE — naTb nyywinx, a He BCe ABaALaTh).

YecTHO npo npegen: nposepka naét no HTTPS-cantam. Nonoc Discord u urpel no UDP eto He

NpoBepsATCS.

DNS

O6xopa 6eccuneH, noka npoBangep noameHset oteeTbl DNS. Pexxnmbl: GOOGLE, CLOUDFLARE,
QUADY, ADGUARD (cepsepbl AdGuard «no ymonyaHuto», | 94.1460.14.14 1| 94.140.15.15 :
3a0HO BNOKMPYIOT peknamy, Tpekepbl 1 GULLNHIOBbIE CalTbl; cepBepbl 6€3 GpUAbTPOB,
9u.140.14.140 v 94.140.14.141 , MoxHO BnMcaTb B8 CBOW) 1 CBOW. MPUMEHWUTb crasut
cepsepsbl (IPv4 1 IPv6) Ha Bcex NOAKNOUEHHbIX aganTepax C BbIXOAOM B MHTEPHET 1 BKAOYaeT
windpoaHme 3anpocos (DoH), ecan Windows 310 ymeet (Windows 11). lMepeg nepBbiM n3MeHeHMEM
cocTtoaHue agantepos coxpaHaetca; BEPHYTb KAK Bbl/10 Bo3BpallaeTt ero TOYHO: 3aaHHble
BPY4YHyto cepBepbl BepHyTCa (IPv4 n IPv6 Kaxgoe oTaenbHO), aBTOMaTtnyeckne CHoBa CTaHyT
aBTOMaTnyeckmmu; 3anmcy DoH, koTopbix He 6b1a10, ByayT yH6paHbl, @ MpexXHWe noayyat CBOU
3HaueHuns. Agantep Haxoautca no ero GUID, a He no Homepy. AganTep, NOABUBLUNINCA MeXAY ABYMS
N3MEHEHVAMM, TOXE 3arnoMmnHaeTca (CO CBOMM COCTOAHMEM Ha TOT MOMEHT). Ecain uto-TO He
BEPHY/I0Cb, MPOrpaMmMa roBopmT 06 3TOM 1 OCTaBASET 3TO B PE3EPBHOM KOMUMK: KHOMKY MOXHO HaxXaTb
ewé pa3. Owmnbka 3anncm — 310 owmnbka: «DNS n3meHEH» NosBASETCA, TONbKO KOrja ajantep
AEeVCTBUTENIbHO NOKa3blBaeT HOBbIE CEPBEPbI; €CAN He BKAOUMAOCh WndpoBaHue DoH, ckazaHo 1 06

3TOM.

CBoit DNS. B none «Csovi DNS» — ogHa ctpoka: IP-agpeca cepsepos (IPv4 un IPv6) n, ecam Hy>HO,
appec DoH ( https://.. ), yepe3 npoben nam 3anatyro. Hanpumep: | 1.1.1.1, 1.0.0.1,

https://cloudflare-dns.com/dns—query . Kak 3710 noHnmaeTtcs:

e Appec DoH oTHOCUTCS KO BCeM yKa3aHHbIM cepBepaM — yKa3blBalTe cepBepbl OAHOTO
nposanzepa.

e OawnH agpec DoH 6e3 cepBepoB TOXe rogMTCa: CepBEepbl NporpaMmmMa HauAEeT No ero UMeHn (Mam
BO3bMET agpec, 3anuncaHHbI B camom agpece DoH).

e Windows ymeet Tonbko agpeca cepepoB 1 DoH; | tls:// , quic:// w sdns:// nporpamma

Ha30BET HEMOAXOAAWMMMU U HE MPUMET.

e [lone coxpaHsaeTca camo, KOrAa Bbl U3 HEro BbIWAW. Hayann nevatatb — BKIHOYAETCA PEXUM
CBOM.
e MPOBEPUTD 3a1a&T Kaxxa0My yKazaHHOMY cepBepy 1 agpecy DoH HacTosLwmin Bonpoc ¢ 3Toro

KOMMbOTEPA N MOKa3bIBa€T, OTBEYAKOT JIN OHN N 3a CKOJIbKO. Hwnuero He meHseT, npaea



aAMUHUCTPaTopa He Hy>Hbl. Monvalymi IPv6-cepBep He cuMTaeTca MONOMKOW: Y MHOTUX CeTeW

IPv6 HeT.

Pexxum CBOW ectb 1 B pasgene CONFIGS cpean pexkumos «DNS nepeg 3anyCcKoMm»: 3anunck B KaLLe

XPaHUT CBOU CepBePbl LEJIMKOM U HE 3aBUCUT OT TOrO, YTO B Noae CeErogHA.

Ecnn y Bac poytep Keenetic, Bkntoumte B HEM «TpaH3UT 3aNpoCoB».

LISTS

CMNCKWN U3 GITHUB. Zapret 06xoant 610KMPOBKY TONBKO A8 CAUTOB M afpPeCcoB U3 CBOMUX CMUCKOB.
34ecb NOAKNKOYAKOTCA TOTOBbIE BonbluMe cnnckn ana Poccuu; nx nybamkyrot Ha GitHub n obHoBAastoT
KaXXAblI AeHb WM Yalle, a NporpaMmMa CKkaumBaeT UX NPsMO OTTyAa (TONbKO C

raw.githubusercontent.com ):

Ha6op Yro 310 3anuceit

runetfreedom - ru-blocked- agpeca n3 community.antifilter.download: 3a61okvnpoBaHHble, 0 okoso 900

community KOTOpPbIX COOBLLMAN NOIb30BATENN

runetfreedom - ru-blocked BCe 3ab10KMpoBaHHble agpeca u nogcetu (antifilter.download) okosno 88
ThiCAY

runetfreedom - re-filter (IP) aapeca npoekTta refilter okono 25
ThiCAY

runetfreedom - Telegram, NMOACETN TPEX CEPBUCOB okono 150

Twitter, Facebook

Discord (noacetn) ronocosble cepepsbl Discord: itdoginfo/allow-domains u retfilter okoso 2 300
itdoginfo - Russia inside JAOMEHbI, KOTOPble HYXXHO 06x0AUTb BHYTpU Poccuu okoso 1200
(AoMeHbl)

Refilter - community nonynsipHble 1 3a610KMPOBaHHbIE JOMEHBI okono 700
(aomeHbl)

Refilter - domains_all NMOJIHbIV CUcoK gomeHoB re:filter okosno 80
(aomeHbl) ThiCAY

Cnuckm runetfreedom/russia-blocked-geoip o6HoBAsIOTCA pa3 B 6 YacoOB 1 AenaroTcs U3

antifilter.download w re:filter (GPL-3.0). ¥ aByx 60osnbwnx Habopos (ru-blocked 1 domains_all) B



noAcKaske eCTb npeaynpexaeHmne: OHUN AenatoT CMUCKU 3aMETHO AJIMHHEE, a Winws umTaet ux npu

Ka>A0M 3anycke.

Kak ato pabotaet: usn BKJ1 y Habopa — Becb >ecT. BkatouéHHbIn Habop 3anuceiBaeTca B cnmcky DPI-
WMHCTPYMEHTOB, BbibpaHHbIX Ynnamu 3anucbiBaTthb B: (ZAPRET, ZAPRET 2, BYEDPI; no ymonyaHuto
BKIOUEH ZAPRET). ¥ Zapret oH noxuTca 6710komM MeXxay ABYMSA CTPOKaMU-MeTKaMM 3TON
nporpammbl ( # >>> Audion DPI Manager: ums | 3anuceit | pata .. # <<< Audion DPI
Manager: ums ): goMeHbl nayT B | list—-general-user.txt , agpeca — B HacToAwWwmMIn cnncok IPSet

( ipset-all.txt , a noka pexwum IPSet HET nnn BCE — B ero konuio | ipset-all.txt.backup , rae
CIMCOK XAET). Balm cobCTBEHHbIE CTPOKM PAJOM He TporaroTca HMKoraa, a 6aokun ybuparotca no
MeTKaM: BbIKNHUNAN Habop — dain BepHyaca 6anT B 6anT TaknMm, Kakium 6bi1. Kak 37O ycTpoeHo y

AByx Apyrux DPl-nHcTpymeHTOB — HUXe, B pa3gene «Crnincku ana zapret2 n ByeDPl».

e Appeca pabortatot Tonbko B pexxume IPSet CMMNCOK. Ceexwnin naket Flowseal ctout B pexxnme
HET. Koraa Bbl Bk/ItoUaeTe Habop € agpecaMu, a pexxum Apyror, nporpammMa CrpocuT,
NepeKItoUnNTb 1N ero: pexxum — Ball, 6e3 Bonpoca oHa ero He MmeHseT. [lomeHbl n3 HabopoBs

paboTatoT B t06OM pexmme.

e KHonka U y Habopa ckauyMBaeT ero 3aHOBO, 3HAYOK PAAOM OTKPbIBAeT peno3utopuit Ha GitHub.
OBHOBWUTb BKJ/IOYEHHbIE — Bce BrAtOUEHHbIE cpa3y. Ynn PA3 B CYTKW: noka OKHO OTKPbITO,
BK/IFOUYEHHbIE Habopbl, KOTOPbIM BoAbLle 23 YacoB, CkauMBatoTCA camu (Yepes 25 cekyHA nmocne
3anycka, NOTOM nposepka pa3 B yac). CkayaHHOe NpoBepsaeTca NOCTPOYHO (agpeca, MoACeTy,
AOMEHbI), MycOp OTbpacbiBaeTCs; NyCTON UAN CIOMaHHbIN OTBET HE 3aMeHAET CTapblil CMMCOK.

e [locne obHOBNEHMA UM NepeyCcTaHOBKW NakeTa Zapret BKIOYEHHbIe Habopbl 3anNnCbIBalOTCA B

Hero 3aHoBoO. [Nocie OBHOBUTb CIMTUCOK IPSET toxe.

e YBPATb U3 DPI-UHCTPYMEHTOB y6vpaeT 13 cnmckos Bcex DPI-MHCTpYMeHTOB BCE, UTO
3anucana Nporpamma, 1 Bblk1touYaeT Habopbl; caMy Habopbl OCTAOTCA W BKIKOYAKOTCA CHOBA.

e Pepaktop CBON AOMEHDbI Hixe 610KOB He MOKa3blBaET (B HUX TbICAYM CTPOK) Y MPU COXPaHEHMM
NX coxpaHser.

e [oag usmnamm DPI-MHCTPYMEHTOB A8 KaXKAOrO CTOUT CTPOKA «YTO NIEXMUT B €ro CrMCKax cemnyac»:

ymcna unTaroTcs U3 camux Gpannos, a He B6epyTcs M3 TOro, YTO NporpamMmma cobupanacb 3anucaTb.

Cnuckum ana zapret2 u ByeDPI. ToT xxe Habop MOXHO 3anuncatb 1 B gBa Apyrmux DPl-uHctpymeHTa —
BKJIFOUMTE UX UMbl B «3annCbiBaTh B:». DPI-MHCTPYMEHT A0/1KeH ObITb YCTAHOB/IEH; ECAN HET,
nporpamMma Tak U CKaXKeT M HUYero AN Hero He Npuaymaert (3anuvLieT nocae yCTaHoBKM). Y KaXxaoro

DPI-MHCTpyMeHTa CMMCKN YMTaroTCA NO-CBOEMY, MO3TOMY YCTPOEHO Pa3HOoE:



DPI- Kyaa nuwerca Kak ncnonbsyercsa

MHCTPYMEHT

ZAPRET list-general-user.txt u cnucok IPSet nakerta, KaK 1 paHblule; agpeca — TOJbKO B
610KkamMu MO MeTKaM pexwvme [PSet CTTMICOK

ZAPRET 2 AomeHbl — | Tools\zapret2\lists\list- JLOMEHbI paboTatoT cpasy: npoduam
user.txt , agpeca — obpasuia oTbumpatot Tpaduk no | List-
Tools\zapret2\lists\ipset-user.txt , user.txt . /119 agpecoB HY>KHbI
610kaMu No MeTkaM (y zapret2 B cmmMckax MOXHO npodunm c | ——ipset : KHomnka
nucatb KOMMeEHTapuu | # ) NMPOPUNUN ANA AAPECOB B pa3agene

ZAPRET 2. winws2 nepeyunTbiBaeT

WN3MEHEHHBIN CMNCOK caM

BYEDPI Tools\ByeDPI\lists\hosts.txt n| ipset.txt, TONbKO Korga B paszene BYEDPI
LeavKoM 13 3anucei (y ciadpi HET KOMMeHTapuesB, BK/IFOYEH PEXMM «MO CrMCKam»

MEeTKW B ero darnax ctanm bl «JoOMeHaMm»)

VimeHa, koTopble ciadpi He NOHMMaeT (Hanpumep, ¢ NnogyYépkmBaHmem), B dann ByeDPIl He nonagatorT:
MX YMCNo NporpamMma HasbiBaeT. [ycton dann  ipset-user.txt y zapret2 o3Hauan 6bl «i060M
aApec», MO3TOMY B HEM BCerAa ocTaérca ofHa be3onacHas cTpoka | 203.0.113.113/32 —kaky

pexwuma HET B Flowseal.
CBOU CIMNCKW - UMIMOPT U 3KCIMOPT.

e UMMOPT ®AUJIA... b6epér dpavn .txt , .lst, .csv (no 3anucu B cTpoke, # —
KOMMEHTapWi) AW apxumB, coXpaHEéHHbIN kHomnkow SKCIMOPT BCETO. Yto BHyTpM — agpeca nau
AOMeHbI, MporpamMa onpegenset cama. CTpoku, KOTopble He agpec U He AOMEH, OTOPachIBatOTCA U
nogcuntbiBaroTca. Parin € TeM e MMEHeM 3aMeHAET NPEXHUA CMNCOK.

e BCTABUTDb U3 BY®DEPA senaeT 10 Xe ¢ TeKCToM 13 bydpepa obmeHa (cnvcok «3 bydepa»).

e JKCMOPT IP... coxpaHsaeT B TEKCTOBbIN Qalsl BCe agpeca 1 NojCeTM BKAKOUYEHHbBIX HabopoB, No
OZHOMY B CTPOKe, — YTOObI B3ATb UX B APYryt0 MPOrpaMmy.

e JKCMOPT BCETlO... coxpaHseT apxvB  .zip : Bce Habopbl C COAEP>XKMMbIM M TPU BaLLMX CIMCKa U3
naketa Zapret (6e3 6510koB HabopoB). TOT >ke apxuB Bo3BpaLaetca kHonkon VIMIMOPT GANJIA, Ha
APYromM KOMMblOTepe ToXe: Habopbl 3aMeHAOTCH OAHOMMEHHbIE, Balln CMINCKM MakeTa CAMBaroTCA

NOCTPOYHO C TEMU, YUTO TaM €eCTb.

3anucu NPOBEPAKOTCA TaK: agpecC — 4YeTblpe Yncia Yepe3 TOUKY Uan IPv6, c AHMHOI‘/JI MacCKn nnan 663,‘

oTbpacbiBaroTca | /0, 0.x.x.X , 127.x.x.X , 224 v Bbiwe (OT HUX B ipset oanH Bpea). JoMeH — nmsa



C TOYKOW; PETUCTP, | *. U1 TOYKM MO Kpasam ybuparotcsa. Habopbl xpaHATca B

config\history\lists\ .

Ceou cnuckum Flowseal: CBOU AOMEHDI ( list-general-user.txt ), UCKJIOYEHUA, IP-
NCKNOYEHUA — pepaktnpyroTca; ocTanbHble NexaT B nakeTe v OTKPbIBAOTCA TONbKO A8 YTEHUA.
MNpoCcMOTp HMKOrAa He CO34aéT GpalioB: HECYLLECTBYHOLLMI CBOM CMNCOK NMOKa3blBaET TEKCT, KOTOPbIU

co3zan 6kl | service.bat .

IPSET. OBHOBUTb CMMNCOK IPSET ckaunBaet ceBexxuii  ipset-all.txt (Habopebl c agpecamu nocne

3TOro 3anMnCbiBatOTCSA B HEFrO 3aHOBO).

HOSTS. ®ain hosts unHnT Be6-Bepcuto Telegram n ronocosown yat Discord. MIPOBEPUTb cpaBHuBaet
ero c atanoHoM Flowseal; BAMTUCATb B HOSTS ponuceiBaet 610K Mexay ABYMS CTPOKaMU-MeTKaMm
3TOW MporpamMmsl (Nepeg 3TnmM genaetcsa konua B | . _runtime ); YBPATb BJIOK y6upaet nmeHHO Haww

610K MO MeTKaM, OCTa/libHOe He TporaeTcs.

XYPHAN

XKwnBown xypHan DPI-MHCTPYMEHTOB: CTPOKM, KOTOPbIe NeyaTatoT | winws.exe , winws2.exe u
ciadpi.exe , korga nporpaMma Mx 3anyckaeT, 1 cObbITMA MX 3amycKka U OCTaHOBKW, C CaMOro 3anycka
nporpammebl. 3T0 XypHan HuxHen naHenn (Ctrl+J), pasobpaHHbin No DPI-nHctpymeHTam: umnel BCE,
ZAPRET, ZAPRET 2, BYEDPI. Pa3zgen oTkpbIBaeTCA Ha Ymne MHCTPYMEHTA, BbIBpaHHOTrO BBEPXY.
MANAGER noka3sbiBaeT XXypHas, kotopbii ByeDPI Manager Beaét B cBoém dainne
( Tools\ByeDPI\logs\bdmanager_pgaTa.log ), no mepe pocta. C/IEAVNTb npokpy4ymBaeT K HOBbIM
ctpokam, KOTMMPOBATb knagét nokasaHHoe B 6ypep obmeHa, OYNCTUTb SKPAH onyctowaet skpaH
(barnbl ocTaroTcs), DAV XXYPHANA oTKpbIBaeT ¢aiin 3a AeHb B baokHoTe. BbiBO, Cy6bi 1

nporpamm, 3anyLLeHHbIX He 13 3TOro OKHa, MpounTaTh Henb3a: Windows ero He BbIAaET.

DIAGNOSTICS

MyHkT Run Diagnostics n3 | service.bat Tabauuen: cnyxba Base Filtering Engine, cuctemHbliii
npokcu, metkn BpemMeHn TCP, Adguard, Killer, Intel Connectivity, Check Point, SmartByte, davinbi
obxoza (aHTMBMpYC YacTo youpaet apansep), VPN, 6e3onacHbin DNS, hosts, nyTb ¢ kupuannueni nam B
OneDrive, avwHun apansep WinDivert, cay>c6bl gpyrnx o6xo0B. 3e1€HbIN — B nopagke, ronybomn —
COBET, AHTapPHbIN — 3aMeyaHue, opaHXXeBbIi — nNpobsema. l4e nporpaMma ymeeT MCNpaBUTb —
psgomM kHonka. OMUCTUTD K3LLU DISCORD 3akpeoiBaet Discord v yaanseT ero k3w (BXOAUTb 3aHOBO

He Npuaértcsa).



[NpocMOTp HMYero He MeHseT. EANHCTBEHHOE VCKJIFOUYEHME TO Xe, YTO Y | service.bat : meTku

BpemeHn TCP nporpamma BkAtOUYaeT cama npw 3anycke obxoga.

ZAPRET 2

Bropoe nokoneHne DPI-nHcTpymeHTa oT bol-van: ctpaternm — nporpammsbl Ha fi3bike Lua, winws2.exe
nmwb nepexsatbiBaeT Tpaduk. UPDATE (nnn YCTAHOBUTD B pa3gene) ckaumBaeT pesvs 1 b6epét ns
Hero ans Windows Tonbko Hy>KHoe: winws2.exe , gpariBep WinDivert, lua\ , files\fake\ ,
ob6pasubl dunbTpoB. Bcé nexut B | Tools\zapret2 . OBHOBNEHNE NPOBEPAET apXxMB M pacnakoBbIBaeT
ero pasaoMm, 3ateM ybrpaeT cTapoe B CTOPOHY W KNafET HOBOE; ecn Gail 3aHAT, MPEXHAS BepCus
BO3BpaLLaeTcs Lenmkom. Pagom ¢ kHonkon yctaHoBku ctoaT OTK/TOYNTb, OCTAHOBUTb
APAVBEP, YAANTIUTb APAVBEP (apamBep WinDivert o6wwmin ¢ Zapret) n YAAJIATb ZAPRET 2:

nanka Tools\zapret2 ctupaercs BmecTe co cnuckamu, npecet B | config\zapret2 ocraércs.

FoToBbIx cTpaternin ana Windows B penvse HeT. 3aecb oanH MPECET — npumep «http, https, quic» 13
AOKYyMeHTauunm zapret2 — B none, KOTOPoOe Bbl NpaBuTe; OH paboTtaeT no cnucky gomeHos A OMEHDI
(n3HavanbHO YouTube 1 Discord). Habopsl ¢ GitHub (pa3aen LISTS, uun ZAPRET 2) gonucbiBaroTca B

3TOT pain 610KaMu: 34ech Bbl BUAUTE 1 MPABUTE TONbKO CBOU CTPOKMW.

Yun NMPOPUNIN ANA AAPECOB pobaBnseT K KaxaoMy Npoduato npeceta, KOTOpbI oTbupaet
Tpaduk no  list-user.txt , Takon xe npodunb no lists\ipset-user.txt — tyaa LISTS knagér
aapeca Habopos. Konuu CTOAT NOC/ie OPUTMHANOB: UMSA U3 CNUCKa AOMEHOB CU/IbHEE, a aApec NOBUT
1O, y yero umeHu Het (QUIC, 3BoHkM). KonnpyeTca Tonbko npoduabHas yactb ( ——filter-.. , | ——lua-
desync ...), obwwne napameTpsbl ( ——lua-init , --blob , ——wf-.. ) ocTatoTcs B 0O4HOM 3K3emnaspe.
MNpeceT coxpaHAeTca cpasy; BbIKNKOYMAN YN — KONUnM ybpannce, npeceT BepHyaca 6ant B 6anT.
MPOBEPUTb nokaxkeT KOMaHAHYO0 CTPOKY 1 HegocTarowme dannibl. | %Z2% B TeKCTe — narnka
Tools\zapret2 . START 3anyckaeT winws2.exe C NpeceToM 13 Nons (faxke He COXPaHEHHbIM;
coxpaHsieTcs npwu 3anycke). Moabop cTpaternn ana zapret2 — BpyuHyto: blockcheck?2 B penvze ans

Windows He nocTtasadeTcs.

BYEDPI

UPDATE ctasut naket ByeDPI Manager «All in One» B | Tools\ByeDPI : OKHO yrnpaBaeHus,
ciadpi.exe , ProxiFyre n yctaHoBLmKkM 3aBncMMocTen. Hactporikn Manager ( config ) n cnnckm
nposepku ( proxytest ) npn o6HOBAEHUN He 3aTparvBatoTCsA. ADXMB CHayana NpoBepseTCa 1
pacnakoBbIBaeTCs PAAOM; 3aTeM dalsibl 3aMEHAKOTCA, @ eC/IN KakOW-TO 3aHAT APYrov NporpamMmmon, Bcé
BO3BpaLLaeTcs Kak 6b110 1 Bepcus OCTaéTcs npexkHen. Pagom ctoat OTK/TOYUTb n YAAJIUTD

BYEDPI: nogkntoueHre CHUMaeTCa, CUCTEMHbIN NPOKCK BO3BpaLlaetcs, okHo Manager n ProxiFyre n3



3TOW Nanku 3akpbiBaroTcs, nanka  Tools\ByeDPI  ctupaetca. Apansepa y ByeDPI HeT (310 npokcn);
Windows Packet Filter n3 nankun redist , eciv Bbl ctaBuam ero ana ProxiFyre, octaérca B Windows —

€ro CHMMakoT B <<|_|pI/IJ'IO)KeHI/IFIX>>.

OTKPbITb MANAGER 3anyckaeT ero okHo (noabop crtpaterunu, pexxum ProxiFyre ans otaenbHbIx
nporpamm). SABUCUMOCTU oTkpbiBaeT nanky  redist — Windows Packet Filter n Visual C++ 2022

HY>KHbI TONIbKO Ana ProxiFyre.

MNOAKNKOYEHUE — npocToe: ciadpi.exe Ha s0KaAbHOM MOPTY MIKOC CUCTEMHbIV NPOKCH
Windows ( socks5://127.0.0.1:nopT ). B3ATb N3 MANAGER 6epét napameTpbl 1 MOPT 13 €ro
HacTpoek. [Tpy OTK/IOUEHNN NPEXHUI NPOKCK BO3BPALLLAETCA, €C/IM 3@ 3TO BPEMSA €ro He 3MeHMa
Aapyras nporpamma. Ctpatervsa no ymonyanmto — | —dl —-d3+s -s6+s -d9+s -sl2+s -d15+s -
s20+s —-d25+s -s30+s -d35+s -rl+s -S -al -As -dl1 -d3+s -s6+s —-d9+s -sl2+s —-d15+s -
s20+s -d25+s -s30+s —d35+s —S -al : gBe rpynnbl pa3pe3os u disorder no SNI, BTopas (nocne  —
As ) pabortaert, koraa nomaetca TLS. =S (md5sig) ectb TonbKO B Linux, noatomy nporpamma ybupaet
€ro 13 KOMaHAHOW cTpokn — Tak genaet u ByeDPl Manager B Windows. ®ann HacTpoek, rae ewé
CTOUT YMOYaHVE NPEXHUX BEPCUM, MONYyYaeT HOBOE; CTpaTerns, KOTOPYHO Bbl HaNucaam camu, He

Tporaetcs.

Mo CrMMCKAM — BblIKJ1, MO AOMEHAM, NO AAPECAM. ByeDPI ymeeT orpaHnumnTb cTpaternio
cnuckom:  ——hosts hain (ToNbKO 3TN JOMEHbI, MOAAOMEHbI YUUTbIBAOTCA) UAn  ——ipset dain
(TONbKO 3TK agpeca); ocTasbHON TpadUK NAET Kak ecTb. Cnnckm — Habopsbl 13 LISTS (umn BYEDPI):
dannbl | Tools\ByeDPI\lists\hosts.txt v ipset.txt . Kak nporpamMma BCTaBaseT orpaHuyeHue:
ciadpi geant napameTpbl Ha rpynnbl NO KaXaomy  ——auto ( —A ), 1 YCIOBMA NPOBEPAIOTCA B KaXAOW
rpynne oTaenbHo, nos3tomy  ——hosts / ——ipset cTaBMTCA B Hauano KaXKAOM rpynnbl — MHaue
rpynna 6e3 orpaHuyeHus npogoaxana 6ol paboTatb A1 BCcex cantos. CTpaTterus, y KOTOPOK yxe ecTb
cBov ——hosts / ——ipset , OcTaércs Kak Bbl €€ Hanucann. JoMeHbl N agpeca BMeCTe He
COBMELLAIOTCA: YCI0BMA B O4HOW rpynne ckaasblBatoTcs no «W», Tak Uto pexnm BblbnpaeTcs oauH.
Ecnn ans pexxuma HeT HM OAHOWM 3anuncK, MOAKAOYEHNE He 3amnyckaeTcs U roBOpuUT noyemy (ciadpi ¢
MyCTbIM CMIMCKOM He npuMeHu 6bl Huvero). KOMAH/AA nokasbiBaeT UTOTOBYHO KOMaHZAHYH CTPOKY U

HaxoAnT NOMeXKn, HNYero He 3arnyckas.



KomaHaHaa cTtpoka

[lBe komaHapbl paboTatoT 6e3 OkHa, AnA cbopLimka penvsa (npaBa agMUHUCTPATOPa MM HE HY>KHbI,
3anpoca UAC Hert; kog 3aBepeHns 0 — BCE, UTo Npocuan, caenaHo, 1 — 4to-To He BbIWo, 2 —

KOMaHAa He MoHATA):

e App\AudionDpiManager.exe —-install-apps [all]|zapret|zapret2|byedpi] [-—force]
CTaBWUT TO, YTO cTaBAT KHonku UPDATE: nakeT Flowseal B | Tools\zapret-discord-youtube |,
zapret2 B | Tools\zapret2 , ByeDPl Manager B | Tools\ByeDPI . be3 | -——force — TO/IbKO TO, Yero

HEeT NN 4YTO BbILLJIO HOBEeE.

e | App\AudionDpiManager.exe —-reset-apps BO3BpaLLaeT yCTaHOB/IEHHbIE NMPUNOXEHNSA K UX
COHBCTBEHHOMY YMOAYaHWIO: 610KM 3TOM Nporpammbl B cnnckax Flowseal, cobcTBeHHbIe CMCKM | %—
user.txt wn dunbTp mrp Flowseal, aBa cnucka zapret2, davnbl cnnckos ByeDPI, dannbl xxypHanos.
Camu npuaoxeHns ocTatoTcA. TONbKO TO, UTO NIEXUT B Nanke npoekTa: nakeT Flowseal, Ha koTopbIN
yKa3blBatOT HaCTPOWKMN BHE NpoekTa (MK CCblaka Ha APYryro narky), He TPoraeTcs; CCbIKM
(junction) BHyTpu naketa —  lists , utils — ToXe He 0BXOAATCA: OUMCTKA UX Ha3bIBaET U

nponyckaer.

B c6bopwmke 310 war | [06] INSTALL APPS daiina builder_main.cmd v nepBoOe, YTO Aenaet
cleanup_project.cmd ; uncrka eweé ybumpaet  config\settings.json (nporpamma ctapTyeT no
YMOJIYaHMIO: PYCCKNI A3bIK U TEMHAs TeMa), UICTOPUIO, XXypPHabl U Nankm c6opkn. Hn ogHa n3 KoMaHz

He cobupaeT NporpaMmy, a YNCTKa HAYErO He CTaBWT.

ByeDPI: napametpbl n HacTtpoiikmn Manager

MAPAMETPBbIL... oTKpbIBaeT CNMCOK BCex MapamMeTpoB  ciadpi.exe Mo rpymnnam ero pykoBOACTBa
(nogknroYeHne, orpaHnyeHne o6a1acTv, aBTOMaTUYECKMI PEXNM, NPUEMbI 06X0aa, ToNbKO Linux): y
KaXaoro KkpaTtkoe nosicHeHune n kHonka BCTABUTD, kotopas ctaBuT rotoBbiv WabaoH napameTpa B
KOHeL, nons napamMeTpoB. [1onck cy>aeT CNMCoK MO Ha3BaHWIO WKW C1oBY. [lapaMeTpbl, KOTOpbIE ecTb
TO/IbKO B Linux, TOXe noka3saHbl, C MOMETKON «He aencTByeT Ha Windows»: nporpamma ybupaet vx us

KOMaHZAHOW CTPOKM, Kak 3To genaeT ByeDPI Manager.

HACTPOMKM MANAGER nokasblBaloT U MeHAIOT dann Hactpoek ByeDPl Manager

( Tools\ByeDPI\config\settings.json ), Te e, UTO Ha BKNajKax ero OKHa: MapLupyTM3aLmio
(BblKJ1, PROXIFYRE, CUCTEMHbI MPOKCW), LAN, cnncok nporpamm ans ProxiFyre (B cTpoke nms
npoLiecca, exe Uam nanka; KHOmnKu OAN... n NATMKA... 106aBAAKOT UX) U NOBEAEHUe OKHa
(nogknroyaTbCs NpW 3anycke, 3anyckaTb CBEPHYTbIM, cBopaymBaTh B Tper). COXPAHUTb B MANAGER
MULLET TONbKO 3TW KJIOUM, OCTalbHOEe B darine (A3blK, ropaYvasn knaBuLla, UICTOPUA CTpaTernii) ocTaérca.

OTAATb B MANAGER B kapTOuKe NOAKNHOYEHMS 3aNUCbIBAET B TOT XXe dalin napaMeTpbl U NOPT U3



nonen, B3ATb U3 MANAGER genaet obpatHoe. Manager untaet Gann npwm 3anycke v nueT npu
3aKPbITMK, MO3TOMY MPU COXPaHEHWW 3eCb €ro OKHO AOJIKHO BbITb 3aKPbITO: MOKa OHO OTKPbLITO,
nporpamma nucatb oTkasbiBaeTtca. [NogkntoueHne 3Toro pasgena HacTpPoOMKM MapLUpyTU3aLmmn He
MCrnonb3yeT; 3anyck nporpamm vepes ProxiFyre, nogbop ctpaternin n aBroszanyck ¢ Windows genaet
camo okHO Manager (OTKPbITb MANAGER).

Yto nporpamma MmeHseT Ha MalunHe

e 3anyckaeT U ocTaHaBAMBaeT  winws.exe / winws2.exe /| ciadpi.exe .

e CraBuT 1 cCHUMaeT cnyxby zapret , octaHaBavBaeT n yaanseT gpansep WinDivert (no kHornkam).

CTupaet nankm ycraHOBAEHHbIX MHCTPYMeHTOB (kHonkn YAAJINTb, nocne Bonpoca).
e Bkaroyaet meTkun BpeMeHn TCP ( netsh interface tcp set global timestamps=enabled ).

e MeHset DNS agantepos (pa3gen DNS) n cuctemubii npokcu (BYEDPI — MOAKTHOYNTB). O6a

BO3BpaLaroTCA KHOMKaMu.

e [lonucbiBaeT 610k B hosts  (LISTS — 3AMWCATb B HOSTS) nocne konuwu; 610k ybrpaetcs

KHOTMKOWM.

e 3anucbiBaeT BKAOUYEHHbIe Habopbl CMNCKOB B CMMUCKM BbibpaHHbIX DPI-nHcTpymeHTOB (LISTS —
CMNUNCKWM N3 GITHUB — «3anucbiBaTh B»): y Zapret v zapret2 610kaMy MeXay CTpOKaMu-MeTKamm
( list-general-user.txt u cnucok IPSET naketa; Tools\zapret2\lists\list-user.txt wu
ipset-user.txt ), y ByeDPl — cBoumu pannamm | Tools\ByeDPI\lists\hosts.txt wu
ipset.txt . baoku ybupatorca no metkaMm. Pexxnm IPSet MeHsAeT TOAbKO C Ballero coriacus;
npecet zapret2 meHsaeTca Tonbko kHonkou MPOONT ANA AAPECOB, a pexum «no cnuckam»

ByeDPl — Tosbko Bawwmm BbIGOpOM.

e Ypanset kaw Discord n cnyx6bl Apyrnx 06xo40B — TONbKO MO CBOMM KHOMKaM 1 Nocie Bonpoca.

Bcé 310 3anucbiBaeTca B XXypHan. Huuero He 3anyckaetca no pacnucaHunto Windows. B cetb
nporpamMma obpallaeTcs TONbKO 3a BEPCUAMU, peansamm u cnmckamm Ha GitHub n — no Bawen
kHonke MPOBEPUTb B pa3gene DNS — k cepBepam, KOTOpble Bbl caMu yka3anun. Pa3 B cyTku, noka
OKHO OTKPbITO, OHa 3aHOBO CKa4MBaeT BKAHOUYEHHbIE Habopbl cnnckos; unn PA3 B CYTKW B LISTS 3to

BbIK/IFOYaeT.

Aae uto neXxur

e Start.exe — App\AudionDpiManager.exe — nporpamma.

* Tools\zapret-discord-youtube — naket Flowseal (manky MoxHo BbIbpaTh Apyryto; nanka c

TakUM UMEHEM B KOPHE, rae eé gepxkanun Bepcum ao 1.6.0, ncnonb3yetcs, moka HOBOE MeCTo



nycTo).
Tools\zapret2 , Tools\ByeDPI — CTaBATCA pa3je/iaMun No KHOMKe.

config\settings.json — a3bik, Tema, wpundT, nanka Zapret, ceot DNS. | config\history\ —
Kaw koHourypaumm, konmn DNS v npokey; | config\history\lists\ — Habopbl cnnckos
(noAnuncaHHble TEKCTbI U | sets. json C nepekntovarenamu). config\zapret2\preset.txt —

Baw npecet. | LICENSE »n | NOTICE — nuueH3ua 1 yBefOMJIEeHME.

._runtime\ — XypHanbl, ckavyaHHoe, K3Ww oTBeTOB GitHub, konuu hosts.

JInueHsna n ToBapHbIN 3HaK

Audion DPI Manager © 2026 Tensionix pacnpocTtpaHseTtcs no avueHsnn Apache License 2.0 (MoaHbIl

TekcT — dann | LICENSE , yBegomneHve — NOTICE ; o6a OTKpbIBatOTCA KHOMKaMu B pasgene ABOUT).

«Audion» 1 3Hak Audion — ToBapHble 3HakK aBTopa: AnueH3unsa Apache 2.0 (pa3gen 6) He gaét npaea

MCMNOb30BaTb 3TO Ha3BaHWME U 3HAK, U KOMUA UAN M3MEHEHHAs BeEPCUA nporpaMmbl HE AOJI>KHA

BblgaBaTtbca 3a Audion. Yyxue nporpammel (Flowseal, zapret2, ByeDPI, WinDivert) n nx cnmckm

ckaumBaroTca ¢ GitHub no Ballen KHoMkKe 1 OCTatoTCs CO CBOMMMU INLEH3UAMM.

Ecam uto-1O He Tak

«Mporpamma 3anyuweHa 6e3 npaB agMUHUCTPaTOpa». 3aKPoWTe OKHO 1 3anycTuTe Start.exe.

0O6x0p4 3anycTU/ICA U cpa3y OCTaHOBUJCA. B XXypHane — npuunHa: yalle HeT dpaiina cnmcka uim

aHTMBMpYyC yopan gpaneep. DIAGNOSTICS nokaxeT BTOpOe.

ApaiiBep He Bbirpy>kaetcs Nnpu o6HOBNEHUN. 3aMeHa CTaBUTCA Ha CNeAyHoLLYLO 3arpysKy

Windows; nepesarpysurecs.
Hwuuero He oTkpbiBaetca nocne cmedbl DNS. DNS — BEPHYTb KAK BblJ/10.

AnTUBUMpYC pyraerca Ha WinDivert. 91o noxHoe cpabatbiBaHue; gobaBbTe nanky Zapret B

NCKNHOYEHNA.



